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Introduction

Today, Internet security has become an important issue. Many companies try to
incorporate commerce in the Internet to give its customers more flexibility. To
incorporate commerce business in the Internet we have to make it more secure and
more trusted. So Internet security have become a major research topic today. Many
techniques have been developed to cover this hole in the Internet. One of the most
famous and strong techniques is Secure Socket Layer (SSL) protocol, which have
been developed by Netscape Corporation. It’s widely used by many Internet web
browsers and Internet applications.

The SSL protocol utilizes both Public Key and Secrete Key Cryptography to
achieve its goals. Therefore we divide our report into two major parts. In Part I, we
are going to describe the Secure Socket Layer (SSL) and major topics in
Cryptography. In Part Il, we are going to describe our implementation of SSL
Package. We will try to describe these two parts in simplified, descriptive, and

technical manner to be easy to understand.
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1.1: Introduction

The best candidate for application-layer security is Netscape Communications
Secure Socket Layer (SSL) protocol, which is currently in its third revision [3]. SSL is
a layered protocol. At each layer, messages may include fields for length, description,
and content. SSL takes messages to be transmitted, fragments the data into
manageable blocks, optionally compresses the data, applies a MAC, encrypts, and
transmits the result. Received data is decrypted, verified, decompressed, and
reassembled, then delivered to higher level clients.

The primary goal of the SSL Protocol is to provide privacy and reliability
between two communicating applications. The protocol is composed of two layers.
At the lowest level, layered on top of some reliable transport protocol (e.g., TCP) (see
figure(1)), is the SSL Record Protocol. The SSL Record Protocol is used for
encapsulation of various higher level protocols. One such encapsulated protocol, the
SSL Handshake Protocol, allows the server and client to authenticate each other and
to negotiate an encryption algorithm and cryptographic keys before the application
protocol transmits or receives its first byte of data. One advantage of SSL is that it is
application protocol independent. A higher level protocol can layer on top of the SSL
Protocol transparently. The SSL protocol provides connection security that has three
basic properties:

e The connection is private. Encryption is used after an initial handshake to
define a secret key. Symmetric cryptography is used for data encryption
(e.g., DES, RC4, etc.)

e The peer's identity can be authenticated using asymmetric or public key,
cryptography (e.g., RSA).

e The connection is reliable. Message transport includes a message integrity
check using a keyed MAC. Secure hash functions (e.g., SHA [5], MD5 [4],

etc.) are used for MAC computations.
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Figure (1): The place of SSL in TCP/IP model [1]

1.2: Goals of SSL

The goals of SSL Protocol, in order of their priority, are:
1. Cryptographic security SSL should be used to establish a secure

connection between two parties.

2. Interoperability Independent programmers should be able to develop
applications utilizing SSL that will then be able to
successfully exchange cryptographic parameters

without knowledge of one another's code.

Note: It is not the case that all instances of SSL (even in the same application
domain) will be able to successfully connect. For instance, if the
server supports a particular encryption, and the client does not have

such encryption, then the connection will not succeed.

3. Extensibility SSL seeks to provide a framework into which new
public key and bulk encryption methods can be
incorporated as necessary. This will also accomplish
two sub-goals: to prevent the need to create a new
protocol (and risking the introduction of possible new
weaknesses) and to avoid the need to implement an

entire new security library.
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Figure (2): SSL Handshake Protocol. [3]

4. Relative efficiency Cryptographic operations tend to be highly CPU
intensive, particularly public key operations. For this
reason, the SSL protocol has incorporated an optional
session caching scheme to reduce the number of
connections that need to be established from scratch.
Additionally, care has been taken to reduce network

activity.

1.3: How SSL Works

When the client connects the server and client exchange hello messages to
establish the protocol, define optional encryption algorithms, exchange keys, and
define optional data-compression parameters (See figure (2)). The server and client
can mutually request certificates for authentication, including a complete chain of
certificates leading to a certificate authority. The client generates the bulk encryption

keys and sends them to the server encrypted with the server’s public key from its
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certificate. A total of four keys are used, with separate pairs for client-to-server and
server-to-client communication.

Once SSL completes the initial handshake, it enters into data mode, in which
application data is passed in encrypted, sequence chunks, each including a message-
digest to prevent tampering. Multiple encryption algorithms including RC6 and DES
are supported. Following the interaction, they perform a completion handshake and
close the connection. Netscape has clearly design SSL to be generic protocol, so it can
serve applications other than just HTTP, including (potentially) e-mail and database

aCCess.
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2.1: Introduction

Public Key Cryptography (also called asymmetric Cryptography) is a technique
first identified by Diffie and Hellman in which encryption and decryption involve two
keys. A user has two keys, the public and private key, and either can encrypt or
decrypt data. The user gives his public key to other users, and keeps the private key.
Data encrypted with the public key can be decrypted only with the corresponding
private key, and vice versa.

Public Key Cryptography uses other techniques to make it more secure so that
users on a network can share there secrete information by exchanging it entirely in
public.

2.2: Public Key Techniques

Public Key Cryptography uses a set of techniques that allow users on a network
to share there secrete information by exchanging it entirely in public. These

techniques are as follow:

Q) Digital Signatures.
(i) Digital Enveloping.
(iii) Digital Certificates.

And now we describe each one individually.

Digital Signatures

Digital Signature is a technique in which a signer, say “Ahmed”, signs a
message in such a way that any one can verify that the message was signed by no one
other than Ahmed, and consequently that the message has not been modified since he
signed it. The implementation of digital signature involves a message digest algorithm
and public-key algorithm. (We will describe message digest algorithms and public-

key algorithms in chapter 2 and 3).

Digital Enveloping
Digital Enveloping is a technique in which the user “seals” a message in such a

way that no one other than the intended recipient can open the sealed message.



Digital Certificates

Digital Certificate is a technique in which a certificate authority “signs” a
special message containing the name of some user and his public-key, in such a way
that anyone can verify that the message was signed by no one other than the
certificate authority and there by develop trust in the user public key.

We will describe the algorithm in chapter 3.

2.3: Public-Key Cryptosystems

Public-Key Cryptosystem is a system that generates the public and private keys.
Since public-key encryption was developed, several public-key systems have been
proposed. Many of these systems rely their security on different computational

problems. The most important and popular systems are as follows:

RSA Cryptosystem

This system was developed by Rivest, Shamir, and Adelman and is known as
the RSA algorithm. The security of this approach is based on the fact that it can be
relatively easy to multiply large primes together but almost impossible to factor the
resulting product [9]. RSA has become the algorithm that most people associate with
the notion of public-key cryptography. In this research we will use this algorithm as

the main algorithm and cover all its aspects.

Merkle-Hellman knapsack

This system is based on the difficulty of the subset sum problem (which is NP-
Complete). However, this system and all the various knapsack systems have been
shown to be insecure, with exception of the Chord-Rives cryptosystem.[9]

McEliece

The McEliece cryptosystem is based on algebraic coding theory and is still
regarded as being secure. Its based on the problem of decoding a linear code (which is
NP-Complete).[9]

ElGamal



The ElGamal cryptosystem is based on the difficulty of the discrete logarithm
problem for finite fields.[9]

Elliptic Curve

The Elliptic Curve Cryptosystems are modifications of other systems (such as
the EIGamal Cryptosystem, for example) the work in the domain of elliptic curves
rather than finite fields. The Elliptic Curve Cryptosystems appear to remain secure for
smaller keys than other public-key cryptosystems. With a 160-bit modulus, an elliptic
curve cryptosystem offers the same level of cryptographic security as RSA with 1024-
bit module. [9]
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3.1: Introduction

The main characteristic in Public Key Cryptography is that, it uses two keys
each one can decrypt what is encrypted with the other key and the first key can’t be
derived from the second and vice versa. So it requires minimal amount of information
sharing among users and it allow an arbitrary user to send a key to another,
specifically identified user. This can happen safely without the users having to
exchange secrete keys manually. All the sender needs is the recipient’s public key and
the sender can safely transmit a secret key that only the recipient can read.

Using this mechanism does not guarantee security at all, it will just make the job
of an eavesdropper a little harder than before. The popular attack against public key
cryptography is MAN-IN-THE-MIDDLE attack. There are many ways for success
using this attack. The best method to illustrate these successful attacks is by example.

Assume Ahmed wants to talk with Ali and there is an eavesdropper Khalid that
sees all the traffic that passes between Ahmed and Ali. When Ahmed requests Ali’s
public key and he send it back to him, Khalid can replace Ali’s public key with his.
Now, When Ahmed wants to send a message for Ali, He will encrypt it with Khalid’s
public key and send it. Khalid will intercept this message, decrypt it, read it, encrypt it
with Ali’s public key, and send it to Ali. In this way, Ahmed and Ali can’t know if
there is an eavesdropper or not. Moreover, Khalid can change the sent message
completely if he wants.

This was a small and simple example of how an attacker can success if we use
public and private keys only. To make the connection between two parties more
secure we have to use public key in conjunction with other methods. We will describe

these methods in next sections.

3.2: ONE-WAY Functions
The notion of ONE-WAY function is central to public-key cryptography. One-

way functions are fundamental building block for most of the security protocols.
ONE-WAY functions are relatively easy to compute, but significantly hard to reverse.
That is, given X its easy to compute f(x) but given f(x) its hard to compute x. One-way
functions can not be used for encryption (no point in sending an encrypted message

that no one can read).



3.2.1: ONE-WAY Hash Function

There are many other names for ONE-WAY Hash Function, it’s also called:
compression  functions, contraction function, message digest, fingerprint,
cryptographic checksum.

Hash functions have been used in computer science for a long time. A hash
function is a function that takes a variable-length input string called pre-image and
converts it to fixed length output string called hash value, In such a way that its hard
to find two messages with the same hash value.

Some examples of One-Way hash function algorithms are Secure Hash Algorithm
(SHA) and Message Digest #5 algorithm (MD5). These two algorithms are used
frequently for signing and authenticating a messages.

3.2.2: Message Authentication Codes (MAC)

A Message authentication code, or MAC, is a key-dependent one-way hash
function. MACs have the same properties as the one-way hash functions discussed
previously, but they also include a key. Only someone with the identical key can
verify the hash. They are useful to provide authenticity without secrecy.

MACs can be used to authenticate files between users. They can also be used by
a single user to determine if his files have been altered, perhaps by a virus. The user
could compute the MAC of his files and store that value in a table. If the user used
one-way hash function, then the virus could compute the new hash after infection and
replace the table entry. A virus could not do that with a MAC, because the virus does
not know the key.

An easy way to turn a one way hash function into MAC is to encrypt the hash

value with a symmetric algorithm.

3.3 Digital signatures

Digital signature is a technique in which a sender, say "Ahmed,” "signs" a
message m in such a way that anyone can "verify" that the message was signed by no
one other than Ahmed, and consequently that the message has not been modified
since he signed it.



The typical implementation of digital signature involves a message-digest
algorithm and a public-key algorithm for encrypting the message digest (i.e., a
message-digest encryption algorithm):

e Ahmed reduces the message m to a message digest d with a message-digest
algorithm; then he encrypts the message digest d with his private key,
obtaining an encrypted message digest s. He sends the message m and the
encrypted message digest s to Ali; the two parts together form the digitally
signed message.

e Al decrypts the encrypted message digest s with Ahmed's public key,
obtaining the message digest d; then he reduces the message m to a
comparative message digest d' and compares it to the message digest d. If
the two are the same, he accepts the message.

Notice that Ali's work does not involve any information specific to him. Indeed,
anyone can verify at any time that Ahmed signed the message, without access to any
secret information. This application assumes that Ali knows Ahmed's public key;
methods of developing trust in users' public keys are covered by the digital certificate

application.

3.4 Digital enveloping

Digital enveloping is a technique on in which someone, say Ahmed, "seals" a
message m in such a way that no one other than the intended recipient, say "Ali," can
"open” the sealed message.

The typical implementation of digital enveloping involves a secret-key
algorithm for encrypting the message (i.e., a content-encryption algorithm) and a
public-key algorithm for encrypting the secret key (i.e., a key-encryption algorithm):

e Ahmed encrypts the message m with a randomly generated secret key k,
obtaining an encrypted message c; then he encrypts the secret key k with

Ali's public key, obtaining an encrypted secret key e. He sends the

encrypted message ¢ and the encrypted secret key e to Ali; the two parts

together form the digitally enveloped message.



e Ali decrypts the encrypted secret key e with his private key, obtaining the
secret key k; then he decrypts the encrypted message ¢ with the secret key k,
obtaining the message m.

Notice that Ahmed's work does not involve any information specific to his.
Indeed, anyone can seal a message at any time for Ali, without access to any secret
information. This application assumes that Ahmed knows Ali's public key; methods
of developing trust in users' public keys are covered by the digital certificate

application.

3.5 Digital certification

Digital certification is an technique in which a certification authority "signs" a
special message m containing the name of some user, say "Ahmed," and his public
key in such a way that anyone can "verify" that the message was signed by no one
other than the certification authority and thereby develop trust in Ahmed's public key.

The typical implementation of digital certification involves a signature
algorithm for signing the special message. (A signature algorithm is chosen here,
rather than a message-digest algorithm followed by a message-digest encryption
algorithm, as in the digital signature application, because X.509 certificates only use a
signature algorithm.)

e Ahmed sends a "certification request™ containing his name and his public
key to a certification authority.

e The certification authority forms a special message m from Ahmed's
request and signs the special message m under its private key, obtaining a
signature s. The certification authority returns the message m and the
signature s to Ahmed; the two parts together form a certificate.

e Ahmed sends the certificate to Ali to convey trust in his public key.

e Ali verifies the signature s under the certification authority's public
key. If the signature verifies, he accepts Ahmed's public key.

As with an ordinary digital signature, anyone can verify at any time that the
certificate was signed by the certification authority, without access to any secret
information.

This application assumes that Ali knows the certification authority's public key.

Ali can develop trust in the certification authority's public key recursively, if he has a



certificate containing the certification authority's public key signed by a superior
certification authority whom he already trusts. In this sense, a certificate is a stepping

stone in digital trust.

3.6 Secret-key cryptography

Secret-key cryptography (also called symmetric cryptography) is the technology
in which encryption and decryption involve the same key, a secret key. Pairs of users
share a secret key, keeping the key to themselves. Data encrypted with a secret key
can be decrypted only with the same secret key.

A secret-key algorithm is an algorithm for encrypting or decrypting data with a
secret key. A secret key is typically used to encrypt the content of a message; in such
an application, the key is called a content-encryption key and the secret-key algorithm
is called a content-encryption algorithm.

An Example of secrete-key cryptography is RC4, which have been developed
by Ronald L. Rivest. We are going to use this algorithm as our main secrete-key
algorithm.

Secret-key algorithms are 1000 times faster than public-key algorithms [8].
Also, if the message that will be sent is a set of n possible messages then an attacker
only has to encrypt all the n possible messages and compare the result with the
encrypted message. So public-key cryptography is usually used to establish secure
connection and agree upon a secret-key algorithm for exchanging data.
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4 .1: Introduction

RSA algorithm was introduced in 1978 by three scientists, Rivest, Shamir, and
Adleman. It has remained secure, no serious flaws have yet been found. Although the
amount of analysis is no guarantee of security of a method, it does suggest a
confidence level [11].

The RSA encryption algorithm incorporates result from number theory,
combined with the difficulty of determining the prime factors of a number. RSA
operate with the arithmetic modular n.

RSA has become the algorithm that most people associate with the notion of public-
key cryptography.

In this research we choose RSA to be the main cryptosystem for generating
public and private keys. Reasons for that choice lies on its popularity, simplicity, and
(the most important) documentation availability. Elliptic curve cryptosystem known
to be more secure than RSA cryptosystem relative to the key size, but for the lake of
documentation, time and no SSL server support it until now we choose RSA to be our
main cryptosystem. The RSA cryptosystem is based on problems in finite field and

Elliptic Curve is based on elliptic curve over the finite field.

4.2: Introduction to RSA algorithm

In this approach a plain text block is treated as an unsigned integer. Two keys, d
and e are used for decryption and encryption respectively. The plain text P is
encrypted as (P® mod n) where, n is a product of to large prime numbers. Because the
exponentiation is performed in modulus n, it’s very difficult to factor P® to uncover
the encrypted plain text. However, the decryption key d is carefully chosen so that
((P®? mod n = P). Thus the legitimate receiver who knows d simply computes ((P®)°
mod n = P) and recover P without having to factor P°.

The underlying problem on which the encryption algorithm is based is that of
factoring large numbers (100-digit and higher). The factorization is not even known to

be NP-Complete; the fastest known algorithm is exponential in time.



4.3: Mathematical background of RSA algorithm

Before we introduce RSA algorithm we have to describe the mathematical
theory behind it in brief. Any further description can be found in the Number theory

references (look at references section).

4.3.1:Greatest common divisor and prime Numbers

The greatest common divisor of two numbers a and b is the largest integer that
divides both a and b. the greatest common divisor is often written gcd(a,b). For
example gcd (15,10) = 5.

prime number is any positive number that is divisible by itself and 1. Means for

any number g<p, where p is prime, gcd (g, p) = 1.[10]

4.3.2: Euclidean algorithm

The Euclidean algorithm is a procedure for computing the GCD of two
numbers. This algorithm exploits the fact that if x divides a and b, then x also divides
a- (k*b) for every k.
The Euclidean Algorithm. Let rp = a and r; = b be nonnegative integers with b = 0. If
the division algorithm is successively applied to obtain rj = rj+1 Q1 + rjs2 With
0 < Tj+2< fjs1 for j = 0,1,2,...., n-2 and r, = 0, then gcd(a, b) = rn.1, the last nonzero
remainder.[10]

To understand the algorithm it’s best to illustrate itt by a simple example. So, to
find the gcd(75,28), we first divide the large number by the smaller:

75/28 =2 + 19/28
Then we repeat this process on the remainder by getting the gcd(28,19)

28/19=1+9/19
We repeat this until the remainder equal 0 which is guaranteed to happen sooner or
later.

19/9=2+1/9

9/1=1+0
The gcd is the last divisor, 1 in our case. Thus gcd(75,28) = 1, which is the correct
answer.
4.3.3: Modular Arithmetic

Here we will only mention some of useful modular arithmetic theorems:



Theorem 1: If aand b and n are integers then amod n=b ifa=c »n + b for some
integer c [10].

Theorem 2: Two integers a and b said to be relatively prime to each other if and only
if gcd(a,b) =1[10].

Theorem 3: Two different integers can have the same result under modulus n. we
denote this by:

X=Y (mod n)

Theorem 4: the inverse of integer a in modulus n is b if and only if ((a~b) mod n = 1).
We denote the inverse b as a™. [10]

Theorem 5: let n be a positive integer. The Euler phi-function ¢(n) is defined to be the
number of positive integers not exceeding n which are relatively prime
to n. [10]

4.3.4: Computing the inverse in modular arithmetic

There are many methods for computing the inverse in modular arithmetic. One
of these methods is an extension to Euclidean algorithm called extended Euclidean
algorithm.

The Extended Euclidean algorithm uses the results of the quotients in the
divisions of the Euclidean algorithm to find integers x, y with ax + by = gcd(a, b).
Thus if gcd(a, b) = 1, then x (mod b) is a™ (mod b).

To find x we define a sequence of numbers Xo, Xy, ..., Xn1, according to the

following recurrence:

Xj = Xj2 = Qj1 * Xj1
Where n is the number of quotients in the division of Euclidean algorithm. And
Qj is the jth quotient in the divisions of Euclidean algorithm. To make this clear we
will illustrate it with an example.
Example: find 28 (mod 75).
Solution: from previous example of Euclidean algorithm we find that:

Qi1=2, Q=1 Q3=2, n=>5



Now we apply the rule to find 28 (mod 75)
Xo=0
X;1=1
X;=0-2*1=-2
X3=1-1*-2=3
X4=-2-2*%3=-8
We find that 28 (mod 75) = -8 (mod 75) = 67 (mod 75)
= 28 (mod 75) = 67 (mod 75)
To prove this we compute
(28*67) mod 75 = 1876 mod 75 =1
= 28 * 67 =1 (mod 75)
> 281 =67 (mod 75) and 67 =28 (mod 75)

With this simple algorithm we solve the problem of finding the inverse of
integer, a, in modulus b. One thing must be noted here, that there is inverse for integer
a in modulus b if and only if (a,b) = 1. That means if (a,b) # 1 then there is no inverse

for the integer a in modulus b. [7]

4.4: The RSA Algorithm

We can know describe the RSA cryptosystem in more detail. RSA cryptosystem
uses computation in modulus n, where n is multiple of two large prime numbers.
To generate two keys, choose two random large prime numbers, p and q (refer to
section 2.5 on how to choose large prime number). For maximum security choose p

and g of the same length and the length is more than 100-digit. Compute the product:

n=pq
Then choose encryption key, e, such that e and ¢(n) are relatively prime.

Finally, using the extended Euclidean algorithm compute d such that:

d = e mod ¢(n)



At this stage we have produced two keys. The numbers e and n are the public
key, and the number d is the private key. The two primes p and q are no longer
needed.

To encrypt a message m, first divide it into numerical blocks smaller than n
(My,...., mj). To encrypt a message block m; and produce the cipher message c; we
follow this simple formula:

¢i=m®mod n
To decrypt a message, take each encrypted block c; and compute:
m; = ¢;mod n

Proving that this formula will produce the original message is as follow:

de — (ij)d — mjed
..ed=1 (mod (¢(n))

> ed =k * (¢(n)) + 1
> m = mjEO = )+ L= . o k6

in modulus n we get
m;m ™ mod n = [(m; mod n) . (M*“™ mod n)] mod n
. mMjymod n = m;

We assuming that m is relatively prime to n because The probability that m and
n are not relatively prime is extremely small, Its about 10®° when p and q are both
larger than 10 [10].

L m¢™ modn=1

= [(m; mod n) . (M*“™) mod n)] mod n

=m* 1 modn = m;
=> we get the original message. [9,10]
.
4.5: Probabilistic Primality Testing

In setting up the RSA Cryptosystem, its necessary to generate large primes (e.g.

100 digit). In practice, the way this is done is to generate large random numbers, and

then test them for primality using a probabilistic polynomial-time Monte Carlo

algorithm such as the Solovay-Strassen or Miller-Rabin algorithm. These algorithms



are fast (i.e. an integer n can be tested in time that is polynomial in logzn, the number
of bits in the binary representation of n), but there is a possibility that the algorithm
may claim that n is prime when its not. However, by running the algorithm enough
times, the error probability can be reduced below any desired threshold.

There are also other methods that are called True Primality Tests. In these
methods positive integers can be proven to be prime, and also these methods called
primality proving algorithms. These primality tests are generally more
computationally intensive than the probabilistic primality tests such as Miller-Rabin
algorithm. Consequently, before applying one of these tests to a candidate prime n,
the candidate should be subjected to a probabilistic primality test.

In this research we will use Miller-Rabin algorithm because it’s better than
Solovay-Strassen in computational expensivity, implementation simplicity, and

probabilistic error.

4.5.1: Miller-Rabin Test
The probabilistic primality test used most in practice is the Miller-Rabin test,
also known as the strong pseudoprime test. Here we aren’t going to describe the
theory behind it; we will just describe the algorithm of generating a prime number.
To generate a prime number, first choose a random number, p, to test. Calculate
b, where b is the number of times 2 divides p-1 (i.e. 2° is the largest power of 2 that
divides p-1). Then calculate m, such that p = 1 + 2° m. after that set the security
parameter, t, where t is integer greater than or equal 1 [8]. The security parameter
decreases the probability of compositeness of p whenever it increases. Then follow
the following procedure:
for I from 1 to t do the following
begin
choose a random number, a, such that a is less than p.
compute y = a™ mod p.
ify#1andy # p-1 then do the following
begin
j=1
while j <b-1andy = n-1 do the following
begin



compute y = y* mod n.

if y = 1 then return (p is composite)

j=j+1

end
if y = n—1 then return (p is composite)
end

end
return (p is prime)

¢
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II.1 Data structure Representation:

In the following chapters the representation language will include ASN.1
notation, XDR notation, and pseudo-Pascal for code implemented in Delphi ™, We
try to standardize our notation by using Delphi language but due to limitation in
Pascal language, some structures can't be represented in Pascal language. So we use
the standard notation for each module. However, we add an appendixes at the end of

this report that describe each notation in a simple way.

II.2 SSL Package:

1-

The package is divided into three modules:

SSL module: which encapsulates the main SSL protocol and provide suitable
interfaces for overlying applications.

Cryptographic module: which is a library that includes all the needed
cryptography algorithms that will be used by the SSL module.

X.509 Authentication module:  Which is a standard protocol for
authentication developed by ISO. The SSL module uses it to authenticate the
server and the client (if needed).

We designed the cryptography and X.509 modules such that they are
independent from the SSL package, which means that they can be used in other

applications without using the SSL module.
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5.1 Introduction

The SSL module implement the client side of the SSL protocol. The server side
has been taken into account while developing this package so this package can be
easily upgraded to implement both side.

The SSL Protocol Composed of two layers (see figure 3). At the lowest level
(layered on top of some reliable transport protocol (e.g., TCP)) is the SSL Record
Protocol. The SSL Record Protocol is used for encapsulation of various higher level
protocols. One such encapsulated protocol, the SSL Handshake Protocol, allows the
server and client to authenticate each other and to negotiate an encryption algorithm
and cryptographic keys before the application protocol transmits or receives its first
byte of data. One advantage of SSL is that it is application protocol independent. A
higher level protocol can layer on top of the SSL Protocol transparently.

Protocols Layer

ChangeCipherSpec | Alert | Handshake | Application Data

!

Record Layer

Figure (3) : SSL Protocol Layers

5.2 Presentation language

In This Specification we are going to deal with a structures that can't be specify
in Pascal Language. So In Describing the SSL protocol we will adopt the presentation
Language used in the original SSL document [3]. The language is very basic, it uses
the programming language "C" in its syntax and XDR [16] in both its syntax and

intent (see appendix B for Language Specification).

5.3 Session and connection states

An SSL session is stateful protocol. But this does not mean that the applications

built on top of SSL layer must be stateful. HTTP for example, is stateless. It remains



statless when used over SSL. It is the responsibility of the SSL Handshake protocol
to coordinate the states of the client and server, thereby allowing the protocol state
machines of each to operate consistently, despite the fact that the state is not exactly
parallel. Logically the state is represented twice, once as the current operating state,
and (during the handshake protocol) again as the pending state. Additionally, separate
read and write states are maintained. When the client or server receives a change
cipher spec message, it copies the pending read state into the current read state. When
the client or server sends a change cipher spec message, it copies the pending write
state into the current write state. When the handshake negotiation is complete, the
client and server exchange change cipher spec messages (see Section 5.5), and they
then communicate using the newly agreed-upon cipher spec.

An SSL session may include multiple secure connections; in addition, parties

may have multiple simultaneous sessions.

The session state includes the following elements:

Session identifier An arbitrary byte sequence chosen by the server to identify

an active or resumable session state.

Peer certificate X509.v3[14] certificate of the peer. This element of the

state may be null.

Compression method | The algorithm used to compress data prior to encryption.

Cipher spec Specifies the bulk data encryption algorithm (such as null,
DES, etc.) and a MAC algorithm (such as MD5 or SHA). It
also defines cryptographic attributes such as the hash_size.

(See definition below)

Master secret 48-byte secret shared between the client and server.

is resumable A flag indicating whether the session can be used to initiate

new connections.

The CipherSpec is part of the Session State. References to fields of the CipherSpec
are made throughout this document using presentation syntax. CipherSpec structure is

as follow:

enum { stream, block } CipherType;



enum { true, false } IsExportable;

enum { null, rc4, rc2, des, 3des, des40, fortezza } BulkCipherAlgorithm;

enum { null, md5, sha } MACAlIgorithm;

struct {

BulkCipherAlgorithm bulk_cipher_algorithm;
MACAIgorithm mac_algorithm;

CipherType cipher_type;

IsExportable is_exportable

uint8 hash_size;
uint8 key _material,
uint8 1V_size;

} CipherSpec;

The connection state includes the following elements:

Server and client random

Byte sequences that are chosen by the server and client

for each connection.

Server write MAC secret

The secret used in MAC operations on data written by

the server.

Client write MAC secret

The secret used in MAC operations on data written by

the client.

Server write key

The cipher key for data encrypted by the server and
decrypted by the client.

Client write key

The cipher key for data encrypted by the client and
decrypted by the server.

Initialization vectors

When a block cipher in CBC mode is used, an
initialization vector (IV) is maintained for each key.
This field is first initialized by the SSL handshake
protocol. Thereafter the final ciphertext block from
each record is preserved for use with the following

record.

Sequence numbers

Each party maintains separate sequence numbers for
transmitted and received messages for each connection.

When a party sends or receives a change cipher spec




message, the appropriate sequence number is set to

zero. Sequence numbers are of type uint64 and may
not exceed 264-1.

5.4 Record layer

The SSL Record Layer receives uninterpreted data from higher layers in non-

empty blocks of arbitrary size.

5.4.1 Fragmentation

The record layer fragments information blocks into SSLPIlaintext records of
2”14 bytes or less. Client message boundaries are not preserved in the record layer
(i.e., multiple client messages of the same ContentType may be coalesced into a

single SSLPIaintext record). The structure of SSLPlainText is as follow:

struct {
uint8 major, minor;

} ProtocolVersion;

enum {
change_cipher_spec(20), alert(21), handshake(22),
application_data(23), (255)

} ContentType;

struct {

ContentType type;

ProtocolVersion version;

uintl6 length;

opaque fragment[SSLPlaintext.length];
} SSLPlaintext;

Type The higher level protocol used to process the enclosed fragment.

Version The version of protocol being employed.

Length The length (in bytes) of the following SSLPlaintext.fragment.




The length should not exceed 214,

Fragment The application data. This data is transparent and treated as an
independent block to be dealt with by the higher level protocol
specified by the type field.

Note: Data of different SSL Record layer content types may be interleaved.
Application data is generally of lower precedence for transmission than other content

types.
The Algorithm used in our implementation to analyze SSLPlainText structure is as

Algorithm AnalyseSSLPlainText( PlainText : StreamOfBytes);
begin
Get PlainText Header;
if Version < 3 then Raise an error and close the connection;
else
begin
Msg_Body := Get PlainText Fragment;
case Type of
Handshake: (AnalyseHandShake(Msg_Body));
Change_Cipher_Spec: (AnalyseChangeCipherSpec(Msg_Body));
Application_Data: (AnalyseApplicationData(Msg_Body));
Alert: (AnalyseAlert(Msg_Body));
end
end;
end;

follow:

5.4.2 Record compression and decompression

All records are compressed using the compression algorithm defined in the
current session state. There is always an active compression algorithm, however
initially it is defined as CompressionMethod.null. The compression algorithm
translates an SSLPlaintext structure into an SSLCompressed structure. Compression
functions erase their state information whenever the CipherSpec is replaced.

Compression must be lossless and may not increase the content length by more
than 1024  bytes. If the decompression function encounters an
SSLCompressed.fragment that would decompress to a length in excess of 214 bytes,
it should issue a fatal decompression_failure alert (Section 5.7.2). The structure of

SSLCompressed is as follow:



struct {
ContentType type;  /* same as SSLPIlaintext.type */
ProtocolVersion version;/* same as SSLPlaintext.version */
uintl16 length;
opaque fragment[SSLCompressed.length];

} SSLCompressed;

Length The length (in bytes) of the following SSLCompressed.fragment. The
length should not exceed 214 + 1024.

Fragment | The compressed form of SSLPIlaintext.fragment.

Note:A CompressionMethod.null operation is an identity operation; no fields are
altered.

The Algorithm used in our implementation to analyze SSLCompressed structure is as
follow:

Algorithm AnalyseSSLCompressed( Compressed : StreamOfBytes);
begin
Get Compressed Header
Buffer := Get Compressed Fragment;
DataBuffer := Decompress fragment;
If length(DataBuffer) > 2214+1024 then send alert and close the connection;
else
begin
Update the fragment size in the header info;
Append Data Buffer to fragment info;
AnalyseSSLPIlainText(fragment);
end;
end;

5.4.3 Record payload protection and the CipherSpec

All records are protected using the encryption and MAC algorithms defined in
the current CipherSpec. There is always an active CipherSpec, however initially it is
SSL_NULL_WITH_NULL_NULL, which does not provide any security.

Once the handshake is complete, the two parties have shared secrets that are
used to encrypt records and compute keyed message authentication codes (MACs) on

their contents. The techniques used to perform the encryption and MAC operations




are defined by the CipherSpec and constrained by CipherSpec.cipher_type. The
encryption and MAC functions translate an SSLCompressed structure into an
SSLCiphertext. The decryption functions reverse the process. Transmissions also
include a sequence number so that missing, altered, or extra messages are detectable.
The structure of SSLCipherText is as follow:
struct {
ContentType type;
ProtocolVersion version;
uintl6 length;
select (CipherSpec.cipher_type) {
case stream: GenericStreamCipher;
case block: GenericBlockCipher;

} fragment;
} SSLCiphertext;

Type The type field is identical to SSLCompressed.type.

Version The version field is identical to SSLCompressed.version.

Length The length (in bytes) of the following
SSLCiphertext.fragment. The length may not exceed 2°14 +
2048.

Fragment The encrypted form of SSLCompressed.fragment, including
the MAC.

The Algorithm used in our implementation to analyze SSLCompressed structure is as

follow:

Algorithm AnalyseSSL CipherText( CipherText : StreamOfMemory);
begin
Get CipherText Header
if Version < 3 then raise and error and close the connection;
else
begin
Buffer := Decipher the coming Data;
if Cipher algorithm is Block cipher then
begin
Update Initialization Vector (1V);
Remove Block Padding from the data;
end;
Verify the hashing value;
if the hashing is equal then
begin
if Cipher Enabled then Increment Reading Message Sequence;
AnalyseSSLCompressed(Buffer);
end
else send alert and close the connection;
end;
end;




5.4.3.1 Null or standard stream cipher
Stream ciphers (including BulkCipherAlgorithm.null) convert
SSLCompressed.fragment structures to and from stream SSLCiphertext.fragment

structures. The structure of GenericStreamCipher is as follow:
stream-ciphered struct {
opaque content[SSLCompressed.length];
opaque MAC]CipherSpec.hash_size];
} GenericStreamCipher;

The MAC is generated as:

hash(MAC_write_secret + pad_2 + hash(MAC_write_secret + pad_1 + seq_num +

SSLCompressed.type + SSLCompressed.length + SSLCompressed.fragment));

where "+" denotes concatenation.

Pad_1 The character 0x36 repeated 48 times for MD5 or 40 times for
SHA.

Pad 2 The character 0x5c repeated 48 times for MD5 or 40 times for
SHA.

Seq_num The sequence number for this message.

Hash Hashing algorithm derived from the cipher suite.

Note that the MAC is computed before encryption. The stream cipher encrypts
the entire block, including the MAC. For stream ciphers that do not use a
synchronization vector (such as RC4), the stream cipher state from the end of one
record is simply used on the subsequent packet. If the CipherSuite is
SSL_NULL_WITH_NULL_NULL, encryption consists of the identity operation (i.e.,
the data is not encrypted and the MAC size is zero implying that no MAC is used).
SSLCiphertext.length is SSLCompressed.length plus CipherSpec.hash_size.



5.4.3.2 CBC block cipher

For block ciphers (such as RC2 or DES), the encryption and MAC functions
convert ~ SSLCompressed.fragment  structures to and  from block
SSLCiphertext.fragment structures. The structure of GenericBlockCipher is as

follow:

block-ciphered struct {
opaque content[SSLCompressed.length];
opaque MAC]CipherSpec.hash_size];
uint8 padding[GenericBlockCipher.padding_length];
uint8 padding_length;
} GenericBlockCipher;

The MAC is generated as described in Section 5.4.3.1.

Padding Padding that is added to force the length of the plaintext to be a
multiple of the block cipher's block length.

Padding_length | The length of the padding must be less than the cipher's block
length and may be zero. The padding length should be such that
the total size of the GenericBlockCipher structure is a multiple of

the cipher's block length.

The encrypted data length (SSLCiphertext.length) is one more than the sum of
SSLCompressed.length, CipherSpec.hash_size, and padding_length.

Note: With CBC block chaining the initialization vector (V) for the first record is
provided by the handshake protocol. The IV for subsequent records is the last

ciphertext block from the previous record.

5.5 Change cipher spec protocol

The change cipher spec protocol exists to signal transitions in ciphering

strategies. The protocol consists of a single message, which is encrypted and



compressed under the current (not the pending) CipherSpec. The message consists of

a single byte of value 1. The structure of ChangeCipherSpec is as follow:

struct {
enum { change_cipher_spec(1), (255) } type;
} ChangeCipherSpec;

The change cipher spec message is sent by both the client and server to notify
the receiving party that subsequent records will be protected under the just-negotiated
CipherSpec and keys. Reception of this message causes the receiver to copy the read
pending state into the read current state. The client sends a change cipher spec
message following handshake key exchange and certificate verify messages (if any),
and the server sends one after successfully processing the key exchange message it
received from the client. An unexpected change cipher spec message should generate
an unexpected_message alert (see the next section). When resuming a previous
session, the change cipher spec message is sent after the hello messages.

5.6 Alert protocol

One of the content types supported by the SSL Record layer is the alert type.
Alert messages convey the severity of the message and a description of the alert.
Alert messages with a level of fatal result in the immediate termination of the
connection. In this case, other connections corresponding to the session may
continue, but the session identifier must be invalidated, preventing the failed session
from being used to establish new connections. Like other messages, alert messages
are encrypted and compressed, as specified by the current connection state. The Alert

structure and the messages is as follow:
enum { warning(1), fatal(2), (255) } AlertLevel;

enum {
close_notify(0),
unexpected _message(10),
bad_record_mac(20),



decompression_failure(30),
handshake_failure(40),
no_certificate(41),
bad_certificate(42),
unsupported_certificate(43),
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46),
illegal_parameter (47)
(255)

} AlertDescription;

struct {
AlertLevel level,
AlertDescription description;
} Alert;

5.6.1 Closure alerts
The client and the server must share knowledge that the connection is ending in
order to avoid a truncation attack. Either party may initiate the exchange of closing

messages.

Close_notify | This message notifies the recipient that the sender will not send any
more messages on this connection.  The session becomes
unresumable if any connection is terminated without proper

close_notify messages with level equal to warning.

Either party may initiate a close by sending a close_notify alert. Any data
received after a closure alert is ignored.

Each party is required to send a close_notify alert before closing the write side
of the connection. It is required that the other party respond with a close_notify alert
of its own and close down the connection immediately, discarding any pending writes.
It is not required for the initiator of the close to wait for the responding close_notify
alert before closing the read side of the connection.



5.6.2 Error alerts

Error handling in the SSL Handshake protocol is very simple. When an error is
detected, the detecting party sends a message to the other party. Upon transmission or
receipt of an fatal alert message, both parties immediately close the connection.

Servers and clients are required to forget any session-identifiers, keys, and secrets

associated with a failed connection. The following error alerts are defined:

Unexpected_message

An inappropriate message was received. This alert is

always fatal and should never be observed in

communication between proper implementations.

Bad_record_mac

This alert is returned if a record is received with an

incorrect MAC. This message is always fatal.

Decompression_failure

The decompression function received improper input
(e.g. data that would expand to excessive length). This

message is always fatal.

Handshake_failure

Reception of a handshake_failure alert message indicates
that the sender was unable to negotiate an acceptable set
of security parameters given the options available. This

is a fatal error.

No_certificate

A no_certificate alert message may be sent in response to
a certification request if no appropriate certificate is

available.

Bad_certificate

A certificate was corrupt, contained signatures that did

not verify correctly, etc.

Unsupported_certificate

A certificate was of an unsupported type.

Certificate_revoked

A certificate was revoked by its signer.

Certificate_expired

A certificate has expired or is not currently valid.

Certificate_unknown

Some other (unspecified) issue arose in processing the

certificate, rendering it unacceptable.

Illegal_parameter

A field in the handshake was out of range or inconsistent

with other fields. This is always fatal.




5.7 Handshake protocol overview

The cryptographic parameters of the session state are produced by the SSL
Handshake Protocol, which operates on top of the SSL Record Layer. When a SSL
client and server first start communicating, they agree on a protocol version, select
cryptographic algorithms, optionally authenticate each other, and use public-key
encryption techniques to generate shared secrets. These processes are performed in
the handshake protocol, which can be summarized as follows: The client sends a
client hello message to which the server must respond with a server hello message, or
else a fatal error will occur and the connection will fail. The client hello and server
hello are used to establish security enhancement capabilities between client and
server. The client hello and server hello establish the following attributes: Protocol
Version, Session ID, Cipher Suite, and Compression Method. Additionally, two
random values are generated and exchanged: ClientHello.random and
ServerHello.random.

Following the hello messages, the server will send its certificate, if it is to be
authenticated. Additionally, a server key exchange message may be sent, if it is
required (e.g. if their server has no certificate, or if its certificate is for signing only).
If the server is authenticated, it may request a certificate from the client, if that is
appropriate to the cipher suite selected. Now the server will send the server hello
done message, indicating that the hello-message phase of the handshake is complete.
The server will then wait for a client response. If the server has sent a certificate
request Message, the client must send either the certificate message or a no_certificate
alert. The client key exchange message is now sent, and the content of that message
will depend on the public key algorithm selected between the client hello and the
server hello. If the client has sent a certificate with signing ability, a digitally-signed
certificate verify message is sent to explicitly verify the certificate.

At this point, a change cipher spec message is sent by the client, and the client
copies the pending Cipher Spec into the current Cipher Spec. The client then
immediately sends the finished message under the new algorithms, keys, and secrets.
In response, the server will send its own change cipher spec message, transfer the
pending to the current Cipher Spec, and send its finished message under the new
Cipher Spec. At this point, the handshake is complete and the client and server may

begin to exchange application layer data. (See figure 4).



CLIENT SERVER
ClientHello >
ServerHello
< Certificate™
ServerKeyExchange*
CertificateRequest™
Certificate ServerHelloDone
ClientKeyExchange
CertificateVerify*
Change Cipher Spec >
Finished
Change Cipher Spec
< Finished
Application Data < > Application Data

* Indicates optional or situation-dependent messages that are not always sent

Figure (4): Full handshake protocol [3]

Note: To help avoid pipeline stalls, ChangeCipherSpec is an independent SSL

Protocol content type, and is not actually an SSL handshake message.

When the client and server decide to resume a previous session or duplicate an
existing session (instead of negotiating new security parameters) the message flow is
as follows:

The client sends a ClientHello using the Session ID of the session to be
resumed. The server then checks its session cache for a match. If a match is found,
and the server is willing to re-establish the connection under the specified session
state, it will send a ServerHello with the same Session ID value. At this point, both
client and server must send change cipher spec messages and proceed directly to
finished messages. Once the re-establishment is complete, the client and server may
begin to exchange application layer data. (See Figure 5.) If a Session ID match is not
found, the server generates a new session ID and the SSL client and server perform a
full handshake.



